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The following activities are designed to help the School make basic information available on its website that the public and the Regulator would expect to have available under UK GDPR. There is a requirement to be open and transparent about data processing and publishing the following information will be effective evidence that the School is complying.
1. [bookmark: _Toc163139232]Policies
The following documents should be published on a page where your main school policies are already published. You are free to add in any branding which shows the documents are owned by the School (such as the School logo etc.):
	

	Data Protection Policy

	

	Statutory Requests for Information Policy

	

	Publication Scheme


2. [bookmark: _Toc163139233]Privacy Statement & Notices
This content should be published on a web page that is ‘one-click’ away from the School website Home Page. Most website templates have Home Page links to content such as ‘Privacy Policy’ or ‘About Cookies’. 
The following document is a statement covering the School’s commitment to privacy and what information the website captures about users (including Cookies), therefore you only need one link to this. We suggest the link is titled “Privacy Notices”
If your website template does not have an existing link for a ‘Privacy Notices’ or ‘Cookies’, then approach your web designer for one to be added. Failing that, you should have a menu item titled “Privacy” which links to this content
	

	Overarching Privacy Notice

	

	Child Friendly Privacy Notice



On the page where the Privacy Notices are published, you should provide links to any of the following ‘Privacy Notices’ which are relevant to your school. 
Each relevant Privacy Notice should be checked first to ensure the content is accurate and the School is satisfied that it can meet the commitments it is making through the Notices.
You are free to add in any branding which shows the documents are owned by the School (such as the School logo etc).
Each Privacy Notice should have its own URL (web address) to which you can provide links from any forms where you collect personal data.
	

	Processing for Security purposes (including ID Cards and Visitor Data) A separate section is included for CCTV that can be removed if not required

	

	Processing for Marketing

	

	Processing under ‘Consent’ (use of Photo and Video, and additional school activities)

	

	Delivery of the Curriculum and Pastoral Care

	

	Processing of Employee Data

	

	Processing of Governor or Trustees Data

	

	Processing of school volunteer data

	

	Processing of Online Payments

	

	Processing of Biometric Data 

	

	Publishing Pupil Coursework

	

	Processing of Visitor Data

	

	Processing for Lettings 

	

	Processing of Ex-Student data

	

	Processing for  SEND purposes
N.B. We recommend that this notice is handed to SEND parents by the SENCo rather than published.



As your school processes special category personal data it is required to have a Data Protection Policy Statement to provide assurance on how it handles such information.  This should also be published alongside your privacy notices
	Data Protection Policy Statement
	




After careful review for accuracy you should also publish your Security Measures Document (H2) alongside your privacy notices to make clear the steps the school has taken to protect the personal data in its custody.
	
Security Measures Document
	



3. [bookmark: _Toc163139234]Rights

The following documents can be published to help parents / guardians understand their rights when making data protection related requests to the School.

Although it is not technically a Policy, it is closely related to the content of the Statutory Requests for Information Policy and may make sense to publish alongside this Policy.

The Parents Guide to Subject Access Requests (SAR) clarifies when they are able to make a SAR and how to make a request, as well as managing expectations regarding timescales and what happens if their child is over 12.

	

	UK GDPR Rights Guidance for Parents/ Guardians

	

	Parents’ Guide to Subject Access Request


4. [bookmark: _Toc163139235]Emails
It is good practice to add a disclaimer to all emails that leave your organisation, to protect any personal data within the communication. You can ask your IT Provider if they can add this to your global settings, so that it does not have to be added individually. The following is suggested wording:
This email and any attachments may contain legally privileged or confidential information. Any use, copying or disclosure other than by the intended recipient is unauthorised. If you have received this message in error, please notify the sender and confirm that it has been deleted from your system and no copies have been made. 
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Data Protection Policy



Data protection is a legal requirement and is vitally important for ensuring that the data of our students, parents/carers, and those that work with the school is kept secure. This will protect the rights of individuals, and ensure that the risks of data processing are well managed.



This policy sets out the rules all staff, contractors and volunteers must follow when processing personal data.



Policy rules:

1. All employees must comply with the requirements of Data Protection Law and Article 8 of the Human Rights Act when processing the  personal data of living individuals

2. Where personal data is used, we must make sure that the data subjects have access to a complete and current Privacy Notice.

3. We must formally assess the risk to privacy rights introduced by any new (or change to an existing) system or process which involves the use of personal data 

4. We must process only the minimum amount of personal data necessary to deliver services.

5. All employees who record opinions or intentions about students, parents/carers or staff must do so carefully and professionally

6. We must take reasonable steps to ensure the personal data we hold is accurate, up to date and not misleading.

7. We must rely on consent as a condition for processing personal data only if there is no relevant legal power or other condition 

8. Consent must be obtained if personal data is to be used for promoting or marketing goods and services.

9. Consent will expire at the end of each ‘Key Stage’ period unless it is reconfirmed.

10. We must ensure that the personal data we process is reviewed and destroyed when it is no longer necessary.

11. If we receive a request from a member of the public or colleague asking to access their personal data, we must handle it as a Subject Access Request under the Data Protection Act 2018 or a request for the Education Record under the Education (Pupil Information) (England) Regulations 2005

12. If we receive a request from anyone asking to access the personal data of someone other than themselves, we must fully consider Data Protection law before disclosing it

13. When someone contacts us requesting we change the way we are processing their personal data, we must fully consider their rights under Data Protection law.

14. You must not access personal data which you have no right to view

15. You must follow system user guidance or other formal processes which are in place to ensure that only those with a business need to access personal data are able to do so

16. You must only share personal data with external bodies who request it if there is a current agreement in place to do so or it is approved by the Data Protection Officer (DPO) or Senior Information Risk Owner (SIRO)

17. Where the content of telephone calls, emails, internet activity and video images of employees and the public is recorded, monitored and disclosed this must be done in compliance with the law and the regulator’s Code of Practice.

18. All employees must be trained to an appropriate level, based on their roles and responsibilities, to be able to handle personal data securely. This training must be regularly refreshed to ensure knowledge remains current.

19. When using ‘data matching’ techniques, this must only be done for specific purposes in line with formal codes of practice, informing students, parents/carers or staff of the details, their legal rights and getting their consent where appropriate.

20. We must pay an annual Data Protection Fee 

21. Where personal data needs to be anonymised or pseudonymised, for example for research purposes, we must follow the relevant procedure

22. You must not share any personal data held by us with an individual or organisation based in any country outside of the United Kingdom without seeking advice from the SIRO or Data Protection Officer

23. We must identify Special Categories of personal data and make sure it is handled with appropriate security and only accessible to authorised persons 

24. When sending Special Category data to an external person or organisation, it should be marked as “OFFICIAL-SENSITIVE” and where possible, sent by a secure method

25. When considering the use of artificial intelligence involving the using or creation of personal data you can only do so on approval from the DPO and SIRO.

How must I comply with these policy rules?



We have related policies, procedures and guidance which tell you how to comply with these rules. These include:

· Statutory Requests Policy

· Data Handling Security Policy

· Data Breach Policy

· Records Management Policy

· Biometrics Policy if used by the school

· Generative Artificial Intelligence Policy if used by the school

· Privacy Notice Procedure

· Data Protection Rights Procedure

· Publishing for Transparency Procedure

· Consent Procedure

· Minimisation of Personal Data Procedure

· Data Breach Procedure

· Data Sharing Procedure

· Subject Access Request Procedure

· Marketing Procedure

· Surveillance Procedure

· Retention Schedule

· Training & Awareness Procedure

· Statutory Requests for Information Guidance

· Overseas Transfers & Hosting Guidance



If you are unsure how to comply you must seek advice and guidance from your Data Protection Lead.



What if I need to do something against this policy?



If you believe you have a valid business reason for an exception to these policy points, having read and understood the reasons why they are in place, please raise a formal request by contacting the school office. 



References



· Data Protection Act 2018 (including the UK General Data Protection Regulation)

· Article 8, The Human Rights Act 1998

· Education (Pupil Information) (England) Regulations 2005

· Investigatory Powers Act 2016



Breach Statement



Breaches of Information Policies will be investigated and may result in disciplinary action. Serious breaches of Policy may be considered gross misconduct and result in dismissal without notice, or legal action being taken against you.

Document Control



Version: 		2024

Date approved: 	[Date]

Approved by:		[Name of authorising officer or board]

Next review: 		[Approval date + review period]
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Statutory Requests for Information policy



It is a legal requirement for all schools to comply with the Freedom of Information Act 2000 (FOI), the Environmental Information Regulations (EIR), the UK General Data Protection Regulations, the Data Protection Act 2018, and the Education (Pupil Information) (England) Regulations 2005. 



This policy sets out the rules all staff, contractors and volunteers must follow when managing these statutory requests for information. 



Policy rules:

1. We must correctly identify the law which applies to the information being requested and manage the request in compliance with that law 

2. Information should be released unless there is a strong legal justification for withholding it. 

3. Whenever we refuse to provide information, we must clearly and fully explain the reasons why

4. We must provide advice and assistance to people making a request. 

5. We must always try to reply as quickly as possible, but always within the legal deadline.

6. All employees must promptly provide all relevant information to a request co-ordinator if asked for it 

7. If we decide to charge for information, we must do so in accordance with a published policy. 

8. Where reasonable and practical, we must provide the information in the format requested by the requester. 

9. When we respond to a request, we must tell the requestor about our internal review process. 

10. When responding to a complaint, we must advise the requestor that they may complain to the Information Commissioner’s Office (ICO) if they remain unhappy with the outcome. 

11. We must maintain an up-to-date Publication Scheme available on our website to meet our obligations under FOI/EIR



How must I comply with these policy rules?



We have related policies, procedures and guidance which tell you how to comply with these rules. These include:

· Records Management Policy

· Data Protection Rights Procedure

· Publishing for Transparency Procedure

· Subject Access Request Procedure

· Statutory Requests for Information Guidance

· Retention Schedule



If you are unsure how to comply you must seek advice and guidance from your Data Protection Lead.



What if I need to do something against this policy?



If you believe you have a valid business reason for an exception to these policy points, having read and understood the reasons why they are in place, please raise a formal request by contacting the school office.

References



· Data Protection Act 2018 / UK GDPR

· Freedom of Information Act 2000

· Environmental Information Regulation 2005

· [bookmark: _Hlk155609188]Education (Pupil Information) (England) Regulations 2005



Breach Statement



Breaches of Information Policies will be investigated and may result in disciplinary action. Serious breaches of Policy may be considered gross misconduct and result in dismissal without notice, or legal action being taken against you.

Document Control



Version: 		2024

Date approved: 	[Date]

Approved by:		[Name of authorising officer or board]

Next review: 		[Approval date + review period]
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Publication Scheme

1. What is a Publication Scheme?

The Freedom of Information Act (2000) (FOI) requires all Public Authorities (including schools) to produce a register of the types of information it will routinely make available to the public. This publication scheme follows a template approved by the Information Commissioner. 

The scheme commits our school to:

· To proactively publish or otherwise make available as a matter of routine, information, including environmental information, which is held by the authority and falls within the classifications below.

· To specify the information which is held by the authority and falls within the classifications below.

· To proactively publish or otherwise make available as a matter of routine, information in line with the statements contained within this scheme.

· To produce and publish the methods by which the specific information is made routinely available so that it can be easily identified and accessed by members of the public.

· To review and update on a regular basis the information the authority makes available under this scheme.

· To produce a schedule of any fees charged for access to information which is made proactively available.

· To make this publication scheme available to the public

· To publish any dataset held by the authority that has been requested, and any updated versions it holds, unless the authority is satisfied that it is not appropriate to do so; to publish the dataset, where reasonably practicable, in an electronic form that is capable of re-use; and, if any information in the dataset is a relevant copyright work and the public authority is the only owner, to make the information available for re-use under the terms of the Re-use of Public Sector Information Regulations 2015, if they apply, and otherwise under the terms of the Freedom of Information Act section 19. The term ‘dataset’ is defined in section 11(5) of the Freedom of Information Act. The term ‘relevant copyright work’ is defined in section 19(8) of that Act.

2. Classes of information

There are 7 classes of information we hold (see section 6 for details):

1. Who we are and what we do.

2. What we spend and how we spend it.

3. What our priorities are and how we are doing.

4. How we make decisions.

5. Our policies and procedures.

6. Lists and registers.

7. The services we offer.

The classes of information will not generally include:

· Information the disclosure of which is prevented by law, or exempt under the Freedom of Information Act, or is otherwise properly considered to be protected from disclosure.

· Information in draft form.

· Information that is no longer readily available as it is contained in files that have been placed in archive storage or is difficult to access for similar reasons.

3. Making Information Available:

The authority will indicate clearly to the public what information is covered by this scheme and how it can be obtained. 

Information will be provided on a website. Where it is impracticable to make information available on a website or when an individual does not wish to access the information by the website, the school will indicate how information can be obtained by other means and provide it by those means (see Section 6).

In exceptional circumstances some information may be available only by viewing in person. Where this manner is specified, contact details will be provided. An appointment to view the information will be arranged within a reasonable timescale.

Information will be provided in the language in which it is held or in such other language that is legally required. Where an authority is legally required to translate any information, it will do so.

Obligations under disability and discrimination legislation and any other legislation to provide information in other forms and formats will be adhered to when providing information in accordance with this scheme.

4. Charging

Charges may be made for information published under this scheme.  The purpose of this scheme is to make the maximum amount of information readily available at minimum inconvenience and cost to the public. Charges made by the authority for routinely published material will be justified and transparent and kept to a minimum.

Material which is published and accessed on a website will be provided free of charge.

Charges may be made for information subject to a charging regime specified by Parliament.

Charges may be made for actual disbursement incurred such as:

· photocopying

· postage and packaging

· the costs directly incurred as a result of viewing information

Charges may also be made for information provided under this scheme where they are legally authorised, they are in all circumstances (including the general principles of the right of access to information held) justified and are in accordance with a published schedule or schedules of fees which is readily available to the public.

Charges may also be made for making datasets (or parts of datasets) that are relevant copyright works available for re-use. These charges will be in accordance with the terms of the Re-use of Public Sector Information Regulations (2015), where they apply, or with regulations made under FOI Section 11B, or with other statutory powers of the public authority.

If a charge is to be made, confirmation of the payment due will be given before the information is provided. Payment may be requested prior to provision of the information.

5. Written requests

Information held by the public authority that is not published under this scheme can be requested in writing, when its provision will be considered in accordance with the provisions of the Freedom of Information Act.

6. The Scheme 

		Class 1 - Who we are and what we do

For example: Organisational information, staffing structures, locations and contacts. This will be current information only.  This information may be available on our website or in hard copy or both.  



		Information to be published



		Who’s who in the school



		Who’s who on the governing body and the basis of their appointment



		Information about duties of the governors



		Instrument of Government



		Location & contact details for the school and key personnel. Names and positions of all staff and how they can be contacted



		School prospectus & curriculum



		Annual Report



		Staffing structure



		School session times and term dates



		Gender Pay Gap Reporting







		Class 2 – What we spend and how we spend it

For example: Financial information relating to projected and actual income and expenditure, procurement, contracts and financial audit. Current and previous two financial years as a minimum.  This information may be available on our website or in hard copy or both.



		Information to be published



		Annual budget plan and financial statements



		Capital funding



		Additional funding



		Procurement and contracts



		Pay policy



		Staffing and grading structure



		Staff allowances and expenses



		Governors’ allowances



		Expenditures



		Financial Audit Reports



		Premiums and other forms of financial support e.g. pupil premium



		Trade Union facility time reporting







		Class 3 – What our priorities are and how we are doing

For example: Strategies and plans, performance indicators, audits, inspections and reviews. Current information as a minimum.  This information may be available on our website or in hard copy or both.



		Information to be published



		School profile:

· Government supplied performance data

· The latest Ofsted report:
 - Summary
 - Full report



		Performance management tables, policy and procedures adopted by the governing body.



		Schools future plans



		Exam and assessment results



		Data Protection Impact Assessments (in full or summary format) or any other impact assessments (eg health and safety, equality) as appropriate and relevant.







		Class 4 – How we make decisions

For example: Decision making processes and records of decisions. Current and previous three years as a minimum.  This information may be available on our website or in hard copy or both.



		Information to be published



		Admissions policy/decisions (not individual admission decisions)



		Minutes of meetings (as above) – this will exclude information that is properly regarded as private to the meetings.







		Class 5 – Our policies and procedures

For example: Current written protocols, policies and procedures for delivering our services and responsibilities. Current information only.  This information may be available on our website or in hard copy or both.



		Information to be published



		School policies including:

· Charging and remissions policy

· Health and Safety

· Complaints procedure

· Staff conduct policy

· Discipline and grievance policies

· Staffing structure implementation plan

· Information request handling policy

· Safeguarding & Child Protection

· Equality and diversity (including equal opportunities) policies

· Staff recruitment policies

· Pay policy

· Careers Programme information 



		Pupil and curriculum policies, including:

· Home-school agreement

· Curriculum

· Sex education

· Special educational needs

· Accessibility

· Race equality

· Collective worship

· Careers education 

· Pupil discipline

· Behaviour

· Anti-bullying

· eSafety



		Records management and personal data policies, including:

· Information security policies

· Records retention destruction and archive policies

· Data protection (including information sharing policies and CCTV)



		Charging regimes and policies:
This should include details of any statutory charging regimes. Charging policies should include charges made for information routinely published. They should clearly state what costs are to be recovered, the basis on which they are made and how they are calculated.







		Class 6 – Lists and Registers

For example: Currently maintained lists and registers only.  This information may be available on our website or in hard copy or both.  Please note some information may only be available by inspection.



		Information to be published



		Curriculum circulars and statutory instruments



		Disclosure logs 



		Asset register



		Any information the school is currently legally required to hold in publicly available registers

(This does not include the attendance register)



		CCTV operation where relevant







		Class 7 – The services we offer

For example: Information about the services we offer, including leaflets, guidance and newsletters produced for the public and businesses. Current information only.  This information may be available on our website or in hard copy or both.

Please note some information may only be available by inspection.



		Information to be published



		Extra-curricular activities



		Out of school clubs



		School publications



		Services for which the school is entitled to recover a fee, together with those fees



		Leaflets books and newsletters







7. How to get a copy & potential costs 

Where information is available on our website it is free of charge. Where information is not available on our website but forms part of our Publication Scheme it is free of charge. Where information is available on our website, but you have requested a hard copy a charge can be made to cover costs, please see below.



		DESCRIPTION



		Photocopying/printing @ 15p per sheet (black & white)



		Photocopying/printing @ 20p per sheet (colour)



		Postage – applied at cost of Royal Mail standard 2nd class post.
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Privacy notice

Page Content

We respect you and your child’s privacy and are committed complying with privacy legislation. The information below is what is referred to as a ‘Privacy Notice’ which explains how we use and protect your personal information. 

We have a Data Protection Officer whose role it is to ensure that any personal information processed by the school is processed fairly and lawfully. If you have any concerns or questions regarding how we look after your personal information, please contact our Data Protection Officer, IGS, at IGS@essex.gov.uk  or by calling 0333 032 2970.

1. What is Personal Information?

Personal information is often records that can identify and relate to a living person. This can also include information that when put together with other information can then identify a person. for example online identifiers or location data.

2. What are Special Categories of Information?

This is personal information that needs more protection due to its sensitivity. This information is likely to include:

· sexuality and sexual health

· religious or philosophical beliefs

· ethnicity

· physical or mental health

· trade union membership

· political opinion

· genetic/biometric information



3. How we limit the use of personal information

We use personal information to deliver education effectively; but wherever possible, the information that we process will be anonymised, pseudonymised or de-personalised. This means the information can no longer identify a person. 


When using personal information for research purposes, the information will be anonymised/ pseudonymised to avoid the identification of a person, unless you have agreed that your personal information can be used for the research project.

 

We do not sell personal information to any other organisation.

4. Why we use personal information

We use personal information to help us run the school effectively, deliver a quality education, and safeguard pupils and staff. Please see our specific processing notices which explains how we use personal information for each of our activities.

5. Your privacy rights 

The law provides you with several rights to control the processing of your personal information:

Accessing the information we hold about you

You have the right to ask for all the information we have about you. When we receive a request from you, we must normally give you access to everything we have recorded about you. However, we will not provide:



· Information about other people, unless we have their consent to share

· Information professionals think will cause serious harm to your or someone else’s physical or mental wellbeing

· Information which may adversely affect the prevention or detection of crime.

This applies to paper and electronic records. If you ask us, we will also let others see your record (except if one of the points above applies). If you have any queries regarding access to your information, please contact [school email address] or [school telephone number]

Changing information you believe to be inaccurate

You should let us know if you disagree with something written on your file. We may not always be able to change or remove the information; however, we will correct factual inaccuracies and may include your comments in the records. Please use the contact details above to report inaccurate information.

 

Asking for your information to be deleted (right to be forgotten)



In some circumstances you can request the erasure of the personal information used by us, for example:



· Where the personal information is no longer needed for the purpose for which it was collected

· Where you have withdrawn your consent for us to use your information and there is no other legal basis for the processing

· Where there is no legal basis for our use of your information

· Where erasure is a legal obligation



Where personal information has been shared with others, we will make every reasonable effort to ensure those using your personal information comply with your request for erasure.



Please note that the right to erasure does not extend to using your personal information where: 



· Is required by law or to deliver our statutory duties

· It is used for exercising the right of freedom of expression 

· It is in the public interest around public health

· It is for archiving purposes in the public interest, scientific or historical research purposes, or statistical purposes where it would seriously affect the achievement of the objectives of the processing

· It is necessary for the establishment, defense, or exercise of legal claims.



Restricting what your information is used for



You have the right to ask us to restrict what we use your personal information for where one of the following applies:



· You have identified inaccurate information, and have notified us of this

· Where using your information is unlawful, and you wish us to restrict rather than erase the information

· Where you have objected to us using the information, and the legal reason for us using your information has not yet been provided to you



When information is restricted, it cannot be used other than to securely store the information, and with your consent, to manage legal claims, protect others, or where it is for important public interests of the UK. Where restriction of use has been granted, we will inform you before the use of your personal information is resumed.



You have the right to request that we stop using your personal information in some circumstances, for example where we are relying on your consent. However we are required by law to use personal information to deliver education services so for those purposes we could not grant your request. 



Computer based decisions about you, and if you are ‘profiled’



You have the right to object about decisions being made about you by automated means (by a computer and not a human being), unless it is required for any contract you have entered, required by law, or you have consented to it. You also have the right to object if you are being ‘profiled.’ Profiling is where decisions are made about you based on certain things in your personal information. 



The school do not routinely use these types of processing, but if you have concerns regarding automated decision making or profiling, please contact the school who will advise you about how your information is being used. 



6. Who will we share your personal information with? 

As explained in our specific processing notices we use a range of companies and partners to either store personal information or to manage it for us. Where we have these arrangements there is always a contract, memorandum of understanding or information sharing protocol in place to ensure that the school complies with information protection law. We complete data protection impact assessments before we share personal information to ensure their compliance with the law.

Sometimes we have a legal duty to provide information about people to other schools, e.g. Child Protection concerns or statutory returns to the Department for Education, for example the school census. 

We may also share your personal information when we feel there is a good reason that is more important than protecting your confidentiality. This does not happen often, but we may share your information:



· To find and stop crime or fraud; or 

· if there are serious risks to the public, our staff or to other professionals; or

· to protect a child.

The law does not allow us to share your information without your permission, unless we believe that someone is at risk, or it is required by law. This risk must be serious before we can go against your right to confidentiality. When we are worried about physical safety or we feel that we need to take action to protect someone from being harmed in other ways, we will discuss this with you and, if possible, get your permission to tell others about your situation. We may still share your information if we believe the risk to others is serious enough to do so. 

 

There may also be rare occasions when the risk to others is so great that we need to share information straight away. If this is the case, we will make sure that we record what information we share and our reasons for doing so. We will let you know what we have done and why as soon as or if we think it is safe to do so.



We are required by law to share certain information with the Department for Education; for more details on how they use personal information please click here



We are also required to share some information with our Local Education Authority.



If you live or attend school in Essex County Council area you will find their privacy notice here 



If you live or attend school in Southend City Council area you will find their privacy notice here



If you live or attend school in the Thurrock Council area you will find their privacy notice here



If you live or attend school in the Kent Council area you will find their privacy notice here



If you live or attend school in the Redbridge Council area you will find their privacy notice here



If you live or attend school in the Havering Council area you will find their privacy notice here



If you live or attend school in the Nottinghamshire County Council area you will find their privacy notice here



If you live or attend school in the Slough Council area you will find their privacy notice here



7. How do we protect your information? 

We will do what we can to make sure we hold personal records (on paper and electronically) in a secure way, and we will only make them available to those who have a right to see them. Our security measures include:

· Encryption which allows information to be hidden so that it cannot be read without special knowledge (such as a password). This is done with a secret code or cypher. The hidden information is said to be encrypted.

· Controlling access to systems, networks and buildings allows us to stop people who are not allowed to view your personal information from getting access to it. 

· Training for our staff allows us to make them aware of how to manage information and how and when to report when something goes wrong.

· Ways for us to access your information should something go wrong, and our systems not work, including how we manage your information in event of an emergency or disaster.

· Regular testing of our technology and processes including keeping up to date on the latest security updates. 

8. If your information leaves the country



Sometimes it may be necessary to send information outside of the UK. In these rare cases additional protection will be applied to that information during its transfer by:



· Only transferring your personal data to countries that have been deemed to provide an adequate level of protection for personal data; or

· Ensuring that suppliers sign specific contracts approved for use in the UK, which require them to give personal data the same protection it has in the UK.



This ensures your personal data is protected and you have the same rights as you would if the data remained in the UK.

9. How long do we keep your personal information? 

Our retention schedule lists how long your information may be kept for different purposes. A copy of our retention schedule can be requested from our school office.



 

10. Where can I get advice? 

 

You can contact our Data Protection Officer at IGS@essex.gov.uk or by calling 0333 032 2970.



For independent advice about information protection, privacy and information sharing issues, you can contact the Information Commissioner’s Office (ICO) at For the public | ICO. They can also be contacted at Information Commissioner's Office. Wycliffe House. Water Lane. Wilmslow. Cheshire SK9 5AF. Tel: 0303 123 1113. 





11. Cookies & how you use this website 

 

To make this website easier to use, we sometimes place small text files on your device (for example your iPad or laptop). These are known as ‘cookies.’ Most big websites do this too. Where we do this, we will ask for your consent when you visit our website.



 Cookies improve things by:



· remembering the things you have chosen, so you do not have to keep re-entering them whenever you visit a new page

· remembering information you have given (for example, your address) so you do not need to keep entering it

· measuring how you use the website so we can make sure it meets your needs.

We do not use cookies on this website that collect information about what other websites you visit (often referred to as privacy intrusive cookies).

 

Our cookies are not used to identify you personally. They are just here to make the site work better for you. Indeed, you can manage and/or delete these files as you wish.



To learn more about cookies and how to manage them, visit AboutCookies.org or watch a video about cookies.

Other people’s cookies

We sometimes use videos from YouTube and feeds from other websites such as Facebook and Twitter. These websites place cookies on your device when watching or viewing these pages.

 

Below are links to their cookie policies:

· Google and YouTube

· Facebook

· Twitter

Turning off cookies

You can stop cookies being downloaded on to your computer or other device by selecting the appropriate settings on your browser. If you do this, however, you may not be able to use the full functionality of this website.

There is more information about how to delete or stop using cookies on AboutCookies.org. If you wish, you can also opt out of being tracked by Google Analytics.

 

Further guidance on the use of personal information can be found at ico.org.uk 
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Managing Security



To ensure the school premises are a safe environment for children, school employees, visitors and parents/ guardians, for example by the use of Security ID Cards, Visitor registration, Employee and Governor photographic displays.  The types of personal information we need for this purpose include:

· Personal Images (Photographs)

· Name, vehicle registration (Visitor registration)



The purpose of this use of data is for public safety and the prevention of crime, and our legal basis for using the information in this way is a task in the public interest.



The school is the data controller.  We may share this information with the Police or other certified investigators.



Our visitor records will be held for seven years.



No personal information is routinely available outside of the UK.  Should a transfer of personal information be necessary we will only do so where it is permitted by law and where appropriate safeguards are in place.



For information about your rights in relation to this use of your personal information please see section 5 of our overarching privacy notice.



Closed Circuit Television Surveillance (CCTV)



To ensure the school premises are a safe environment for children, school employees, visitors and parents/ guardians by using CCTV.

The types of personal information we need for this purpose include:

· Personal Images (CCTV)

· Vehicle registration 



The purpose of this use of data is for public safety and the prevention of crime, and our legal basis for using the information in this way is a task in the public interest.



The school is the data controller.  We may share this information with the Police or other certified investigators.



We retain CCTV footage for 30 days before it is overwritten.  The information may be retained for a longer period if imagery is required for evidential purposes.



No personal information is routinely available outside of the UK.  Should a transfer of personal information be necessary we will only do so where it is permitted by law and where appropriate safeguards are in place.



For information about your rights in relation to this use of your personal information please see section 5 of our overarching privacy notice.
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Marketing activities



We sometimes use personal information for marketing purposes, for example school prospectuses, newsletters (which include advertisements for events and products external to the school) and marketing emails to let you know what is available within the school and the wider community. Direct marketing only applies when communications are targeted to named individuals.



The personal information likely to be used for these activities is:

· Names

· Contact Details

· School Year/Class

· Digital Images



Where the activity is not directly linked to the school’s provision of education, health, and wellbeing we will be relying on your consent. We will seek the consent of the parent/carer, or where pupils are aged twelve or above, from the pupil themselves where marketing is directed at them. As we are relying on your consent you can withdraw consent at any time by contacting the school. 



Every effort will be made to delete the information when consent is withdrawn, but please note that where consent has been provided for publication, the school may not be able to locate and delete the information on request, although reasonable steps will be taken to do so.



Where consent has been provided for the use of personal information, and the pupil has left the school, we will rely on legitimate interests as our legal basis when retaining digital information for archiving purposes. If you would like a copy of the Legitimate Interest Assessment we have completed for this activity, please contact the school office.



The school is the Data Controller for this information. The information might be shared with:

· Social Media applications 

· Communications providers (for example ParentMail)

· School website providers

· Prospective parents (in the case of the prospectus)



No personal information is routinely available outside of the UK. However, where information is used on social media, in publications, or on our website we cannot restrict the access to such information to the UK.



The personal information will be retained for the duration of its purpose plus one year unless it is retained in perpetuity for archiving purposes.



You have the right to object to receiving marketing information from us. You should let us know if this is the case. For information about other data protection rights in relation to this use of your personal information please see section 5 of our overarching privacy notice.
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School photos and additional activities



We are required by law to retain a photo of each pupil as part of our educational record. We sometimes wish to use digital images, e.g. photos, videos, audio recordings to enhance education provision, inclusion, and recreation. When this is the case we will seek the consent of the parent/carer, or where pupils are aged 12 or above, from the pupil themselves. Where consent has been provided for the use of images, and the pupil has left the school, we will rely on legitimate interests as our legal basis when retaining digital images for archiving purposes. If you would like a copy of the Legitimate Interest Assessment we have completed for this activity, please contact the school office.



As we will be relying on consent when displaying or publishing digital images, that consent can be withdrawn at any time simply by contacting the school. Every effort will be made to delete the images, but please note that where consent has been provided for the publication of the images, the school may not be able to locate and delete the image on request, although reasonable steps will be taken to do so.



The school is the Data Controller for this information. This information may be shared in order to celebrate successes or promote our education services. Please note we only share information required for that particular purpose and then only the minimum required.  We may share digital images with your consent with:



· The school website provider

· Local media

· School photographer

· Essex Records Office

· Social Media platforms

No digital images are routinely available outside of the UK. However, where digital images are used on social media, in publications, or on our website we cannot restrict the access to such images to the UK.





Additional school activities



We may offer extra-curricular activities, for example recreational school trips, sporting events and pupil support services (e.g. Speech and Language Therapy). The types of personal information we may use include:

· Names

· Emergency contacts

· Health information

· Date of birth

· Passport information



In these circumstances we rely on your consent. We will seek the consent of the parent/carer, or where pupils are aged 12 or above, from the pupil themselves. Permission for pupils to go on trips will be sought from the parent/carer. As we are relying on your consent you can withdraw consent at any time by contacting the school. 



Personal information used for such purposes will be kept for the duration of the planning and execution of the event, and for as long post event is reasonable to handle any resulting queries or complaints.



No personal information is routinely available outside of the UK. However, in the case of overseas trips information will be used in other countries. Where this is the case this will be with your consent and with appropriate safeguards in place.



For information about your rights in relation to this use of your personal information please see section 5 of our overarching privacy notice.
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Delivery of the curriculum and pastoral care



We use personal information, for example:

· Names and address

· Contact details

· Date of birth

· Education attainment

· Emergency contacts

· Family relationships

· Travel to School Arrangements

· General case information.



We may also use special category personal information, for example:

· Health information

· Ethnicity

· Religion.



This information is provided by parent/carers, the local authority, and any previous education settings. It is used to deliver our statutory education duties, assure the health and wellbeing of our pupils. It helps us to improve our services and handle complaints. The legislation and Statutory guidance underpinning our services are:



		All schools



		Keeping Children Safe in Education



		The Education (Pupil Registration) (England) Regulations, 2006



		The Education Act 1996, 2002 & 2011



		The Equalities Act 2010



		The School Admissions (Admission Arrangements and Co-ordination of Admission Arrangements) (England) Regulations 2012   



		The School Admissions Code 2021



		The Special Educational Needs and Disability Regulations 2014



		The SEND Code of Practice Jan 2015 



		Working Together to Safeguard Children 2019



		Sexual Violence and Sexual Harassment Between Children in Schools and Colleges 2021



		The Children and Families Act 2014



		The Children Act 1989 & 2004



		School Type Specific



		Academies



		Education and Training (Welfare of Children) Act 2021



		The Education (Independent School Standard) Regulations 2014



		Secondary Education only



		The Learning and Skills Act 2000



		The Education and Skills Act 2008



		The Apprenticeships, Skills, Children and Learning Act 2009



		Maintained schools only



		The School Standards and Framework Act 1998



		The Education (Pupil Information) (England) Regulations 2005



		Non-maintained special schools



		The Non-Maintained Special Schools (England) Regulations 2015











The school is the Data Controller for this information.



This information may be shared to provide our education service. Please note we only share information required for that particular purpose and then only the minimum required.  We may share information with:

· Central Government & Local Authorities  

· Health Providers

· Other Education Providers

· Regulatory Bodies, e.g. Ofsted, The Information Commissioners Office

· Other external professionals assisting in the complaints process.

This information will be held for 25 years from the date of birth of the student. When a pupil changes school, this record will go with them and will not be retained by the previous school, other than to meet statutory returns.



Data Processors

We use education platforms/systems/apps to enhance the way we deliver our education services and keep data secure. The providers of those services are data processors for this information. Our processors only process personal data in accordance with our written instructions, which ensure data is processed lawfully and safely.



No personal information is routinely available outside of the UK. Should a transfer of personal information be necessary we will only do so where it is permitted by law and where appropriate safeguards are in place.



For information about your rights in relation to this use of your personal information please see section 5 of our overarching privacy notice.
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Managing employment 



Employee Records

We are required to maintain employee records for our staff. The type of information used in these records includes:

· Name and contact details

· Date of Birth

· Financial details

· Vetting information

· Pensions and payroll data

· Confidential References 

· Performance data



The records also contain special category personal information, for example:

· Ethnicity

· Religion

· Health information

· Trade Union Membership



This information is generally provided by you, and sometimes it is provided by others, such as:

· Previous employers 

· DBS service

· Occupational Health providers

· Online searches



The school is the data controller for this information. Data processors support this activity through the provision of systems. The legal basis’s we rely on when using this personal information is our employment contract with you and legitimate interests. If you would like a copy of the Legitimate Interest Assessment we have completed for this activity, please contact the school office. The legal basis we rely on for the special category personal data is Employment, Social Security and Social Protection, and Substantial Public Interest.



Sometimes we may share this personal information, for example with one or more of the following:

· Central and local government departments

· Health providers

· Other education providers

· Regulatory bodies

· Professional Associations

· Disclosure and Barring service

· Insurance providers



This information will be retained for a minimum of 7 years from the end of the employment contract.



Recruitment Records

We collect information when recruiting to vacant posts. The information is likely to include:

· Name

· Contact Details

· Education History

· Employment History

· Vetting information

· Referee Contact Details

· Proof of Identity (e.g. Driver’s licence, passport)	

· Proof of right to work in UK where required

· National Insurance Number

· Proof of professional qualifications



The records may also contain special category personal information, for example:

· Additional Needs (for interview purposes)

· Proof of right to work in UK where required



This information is generally provided by you, and sometimes it is provided by others, such as:

· Previous employers 

· DBS service

· Occupational Health providers



The school is the data controller for this information. Data processors support this activity through the provision of systems. The legal basis’s we rely on when using this personal information is our Legitimate Interests and Legal Obligation. If you would like a copy of the Legitimate Interest Assessment we have completed for this activity, please contact the school office. The legal basis we rely on for the special category personal data is Substantial Public Interest.



Sometimes we may share this personal information, for example with one or more of the following:

· Health providers

· Referees

· Regulatory bodies

· Professional Associations

· Disclosure and Barring service



For unsuccessful candidates this information will be retained for a minimum of one year. Successful candidates’ information will become part of their employee record (see first section of this notice – Employee Records).



General Information

No personal information is routinely available outside of the UK. Should a transfer of personal information be necessary we will only do so where it is permitted by law and where appropriate safeguards are in place.



For information about your rights in relation to this use of your personal information please see section 5 of our overarching privacy notice.
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Managing School Governors/Trustees



To enable our School Governors/Trustees to carry out their official functions to support our school we use personal information, for example:

· Name and contact details

· Declarations of interest

· Vetting information

· Digital images

· Behaviour 

· Diversity information

· Governance details – e.g. role, start and end dates and Governor ID)



The school is the data controller for this information. Data processors may support this activity through the provision of systems. Where that is the case a data protection compliant contract will be in place. 



We are required by law to collect and use this information and our legal basis for using the personal information is a Public Task in the Public Interest and our Legal Obligations under section 538 of the Education Act 1996 and the Academies Trust Handbook .  Our legal basis for using special category personal information is Substantial Public Interest.



We sometimes need to share some information, for example with:

· Our local authority 

· The Department for Education (DfE) 

· Other education providers

· Regulatory Bodies



Data is also entered manually on the Get Information About Schools (GIAS) system and held by DfE. Some of this information (e.g. name and role on the board) is publicly available.



We will not share your personal data with anyone else without your consent unless it is permitted by law.



The information we use will be retained until the Governor/Trustee ceases to work with the school, plus one year.



No personal information is routinely available outside of the UK. Should a transfer of personal information be necessary we will only do so where it is permitted by law and where appropriate safeguards are in place.



For information about your rights in relation to this use of your personal information please see section 5 of our main notice.
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Managing volunteers



We sometimes have volunteers who come in to support our school activities. We are required to collect some information about them, for example:

· Name and contact details

· Vetting information

· Relationship information



Our legal basis for collecting and using this information is consent, but where we collect vetting information this is on the basis of our Legal Obligation. Where we are using your information with your consent you can withdraw your consent at any time by contacting the school.



We will keep your information whilst you are volunteering at the school and retain for one year after your last support activity.



We also use personal information to:

· help investigate any worries or complaints you have about your/your child’s education;

· keep track of spending;

· check the quality of education delivery; and

· to help with research and planning of new education initiatives.

To manage our records we use technology systems. Our technology suppliers are subject to contractual obligations to assure the security of the information in the system.



No personal information is routinely available outside of the UK. Should a transfer of personal information be necessary we will only do so where it is permitted by law and where appropriate safeguards are in place.



For information about your rights in relation to this use of your personal information please see section 5 of our overarching privacy notice.



D2-2024		© Essex County Council


image13.emf
Online Paymants  PN.docx


Online Paymants PN.docx
Online payments



We use limited personal data about Pupils and Parents/ Guardians with online payment providers to manage payments to the school.  The personal information used for this purpose is likely to include:



· Child’s name

· Child’s identifiers (class, year, UPN)

· Dietary needs (where relevant)

· Medical needs (where relevant)

· Parent’s names and contact details



This information is shared with our online payments provider who works for us under contract.  The school is the data controller and the online payment provider is the data processor.  Our legal basis for using personal data for this purpose is that it is a task in the public interest.



The information will be retained in line with our statutory pupil record.



No personal information is routinely available outside of the UK.  Should a transfer of personal information be necessary we will only do so where it is permitted by law and where appropriate safeguards are in place.



For information about your rights in relation to this use of your personal information please see section 5 of our overarching privacy notice.
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Biometric use



We use biometric data to provide cashless payment for school meals and manage library accounts.  The information we use is identifying code based on a scan of a fingerprint, with student name, school year, and class name.  A fingerprint scan will be checked against available funds in the payment account to enable the purchase of school meals, and a deduction will be made from payment accounts.  Additionally fingerprint scans will record booking out and checking in of library items updating the library system.

  

This information is shared with our system provider who works for us under contract.  The school is the data controller.  Our legal basis for using personal data for this purpose is explicit consent.  As we are relying on your consent you can withdraw consent at any time by contacting the school.  



This information will be deleted when the pupil leaves the school, or when consent to use it is withdrawn.



No personal information is routinely available outside of the UK.  Should a transfer of personal information be necessary we will only do so where it is permitted by law and where appropriate safeguards are in place.



For information about your rights in relation to this use of your personal information please see section 5 of our overarching privacy notice.
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Publishing pupils’ coursework



We may wish to celebrate the achievements of pupils and promote the School through publishing of coursework.  When this is the case, we will seek the consent of the parent/carer, or where pupils are aged 12 or above, from the pupil themselves.  As we are relying on your consent you can withdraw consent at any time by contacting the school.  Every effort will be made to delete the coursework, but please note that where consent has been provided for the publication, the school may not be able to locate and delete the coursework on request, although reasonable steps will be taken to do so.



Where consent has been provided for the use of coursework, and the pupil has left the school, we will rely on legitimate interests as our legal basis when retaining coursework for promotional purposes. If you would like a copy of the Legitimate Interest Assessment we have completed for this activity, please contact the school office.



The personal information likely to be used in this activity is:

· Student Name

· School Year

· Coursework



The school is the Data Controller for this information.  The information might be shared with:

· Other students

· Social Media applications 

· School website providers



No coursework is routinely available outside of the UK.  However, where it is used on used on social media, in publications, or on our website we cannot restrict the access to the UK.



For information about your rights in relation to this use of your personal information please see section 5 of our overarching privacy notice.
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School Visitors



The school regularly receives visitors.  Visitors may be from other organisations, or be emergency contacts for pupils, parent/carers or suppliers.  



To ensure the safety of our students and staff we ask visitors to sign in on arrival.  For this purpose, we collect the following data where relevant:



· Name 

· Car registration

· Car make/model

· Who they are visiting

· The purpose of the visit

· The date and time of arrival

· The date and time of departure

· A digital image of the visitor



The records may also contain special category personal information, for example:



· Ethnicity (only if determined from the digital image)

· Religion (only if determined from the digital image)



The school is the data controller for this information.  Data processors support this activity through the provision of systems.  The legal basis we rely on when using this personal information is a Task in the Public Interest as we undertake this activity to maintain a safe environment for our students, staff, and visitors.  



We do not share this personal information unless we are required to by law, or where it is necessary to protect others.



This information will be retained for a minimum of 7 years from the date of the visit.



General Information

No personal information is routinely available outside of the UK.  Should a transfer of personal information be necessary we will only do so where it is permitted by law and where appropriate safeguards are in place.



For information about your rights in relation to this use of your personal information please see section 5 of our overarching privacy notice.
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Managing school premises lettings



We sometimes hire out school premises. We are required to collect some

information about lettings, for example:



• Name and contact details

• Email address

• Phone number

• Insurance details

• DBS checks



Our legal basis for collecting and using this information is contract.



We will keep your information whilst you are hiring school premises and retain for 2

years after your last contract with the school.



We also use personal information to:



• perform our contract with you.

• keep track of income



No personal information is routinely available outside of the UK. Should a transfer of

personal information be necessary we will only do so where it is permitted by law

and where appropriate safeguards are in place.



For information about your rights in relation to this use of your personal information

please see section 5 of our overarching privacy notice.
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Educational Records for Ex-Students



We hold personal information, for example:



· Names and address

· Contact details

· Date of birth

· Education attainment

· Emergency contacts

· Family relationships

· Images

· General case information.



We also hold some special category personal information, for example:

· Health information

· Ethnicity

· Religion.



The law requires us to create pupil records and maintain them until the young person reaches the age of 25. When a pupil changes school, this record will go with them and will not be retained by the previous school, other than to meet statutory returns.

The information is provided by parent/carers, the local authority, the last education setting and any previous education settings. 



The school is the Data Controller for this information. Our legal basis for processing personal data for this purpose is our Legal Obligation under The Education (School Records) Regulations 1989. Our legal basis for processing special category personal data is Substantial Public Interest (Data Protection Act 2018 Schedule 1, Part 2, section 6 (2) (a)).



This information may be shared in order to comply with any legal obligation to do so, for example with the Department of Education; or where we feel there is a good reason that’s more important than protecting your privacy, for example if there are serious risks to others, to protect vulnerable individuals, or where we have reason to believe there has been criminal or fraudulent activity. 



Exam Certificates



Exam certificates are issued to school by examination boards for dissemination to students. On some occasions these certificates are not collected by students and remain with the school for years. Schools will destroy these certificates in line with the pupil record i.e., 25 years from the year of birth of the student. 



Schools may attempt to contact parents of students who have not collected their certificates to remind them that the student should collect them, or they will be destroyed in line with their retention schedule.



Information likely to be used for this process includes:



· Student name

· Student personal email (if held)

· Parent name

· Parent email or telephone number



Our legal basis for this processing is Legitimate Interest. If you require a copy of the legitimate interests assessment please contact the school office.



If certificates are not collected and are subsequently destroyed, copies can be requested from the appropriate examination board.



No personal information is routinely available outside of the UK. Should a transfer of personal information be necessary we will only do so where it is permitted by law and where appropriate safeguards are in place.



For information about your rights in relation to this use of your personal information please see section 5 of our overarching privacy notice.



Please note, digital images may be retained in line with our privacy notices for Photos & Activities, and Marketing.
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Special Educational Needs & Disabilities (SEND) Privacy Notice



Special educational needs and disabilities (SEND) can affect a child or young person’s ability to learn. They can affect their:

· behaviour or ability to socialise, for example they struggle to make friends

· reading and writing, for example because they have a specific learning difficulty (SpLD)

· ability to understand things

· concentration levels, for example because they have Attention deficit hyperactivity disorder (ADHD)

· physical ability



Additional support is available which includes:

· SEN support - https://www.gov.uk/children-with-special-educational-needs/special-educational-needs-support 

· Education, health and care (EHC) plan - https://www.gov.uk/children-with-special-educational-needs/extra-SEN-help 



We need to use personal information to support young people with SEND. For example:

· Name of young person

· Home address of young person

· Date of birth and year group of young person

· Name of guardian

· Contact telephone numbers and email address of parent/carer/guardian

· Date the pupil started or left

· Needs Assessment

· Relevant educational, health and care history

· Details of other relevant professionals and agencies involved with the young person and family

· Entitlement to free school meal information and Pupil Premium Grant

· Gender

· Language spoken at home

· Appropriate Key Stage test results and current levels

· National assessment data if relevant

· Needs & Actions taken to support SEN



We also use some special category (more sensitive) personal information, for example:

· Health information

· Ethnicity

· Religion



This information is provided by parent/carers, the local education authority, health agencies, and any previous education settings. It is used to deliver our statutory education duties and supporting those with additional needs.



The school is the Data Controller for this information. Our legal basis for using personal data for this purpose is Legal Obligation and A Task in the Public Interest. Our legal basis for processing special category personal data is Substantial Public Interest (Data Protection Act 2018 Schedule 1, Part 2, section 6 (2) (a) and section 18 (1) (b) (i)). The underpinning legislation and statutory guidance are set out below:



· The Special Educational Needs and Disability Regulations 2014

· SEND Code of Practice Jan 2015

· Section 20 and Section 66 of the Children & Families Act 2014

· Keeping Children Safe in Education 2021

· Requirements of Ofsted framework and evaluation schedule

· Working Together to Safeguard Children 2018

· Statutory Advice for parents - https://www.gov.uk/children-with-special-educational-needs



We may need to share information to support a young person’s additional needs. In some cases the law requires us to share information. Sharing is supported by an Information Sharing Protocol or contract. Please note we only share the minimum information required for each purpose. We may share information with:



· Department for Education for statutory purposes - https://www.gov.uk/guidance/data-protection-how-we-collect-and-share-research-data 

· Local Education Authority for statutory purposes – please see their website for privacy information

· Health Providers to identify and support needs

· Other Education Providers to ensure the right support is in place when young people move educational setting

· Regulatory Bodies, e.g. Ofsted, The Information Commissioners Office for compliance purposes.

This information will be held by the current school until the young person changes their compulsory education setting, in which case the SEN record moves with them. The previous school may retain limited information to meet statutory returns obligations. The last education setting attended will retain the information for a minimum of for 25 years from the date of birth of the student, in line with the Limitations Act.  



To manage our records we use technology systems. Our technology suppliers are subject to contractual obligations to assure the security of the information in the system.



No personal information is routinely available outside of the UK.  Should a transfer of personal information be necessary we will only do so where it is permitted by law and where appropriate safeguards are in place.



For information about your rights in relation to this use of your personal information please see section 5 of our online overarching privacy notice.
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Data Protection Policy Statement

This policy sets out how we will protect personal data, special category data and criminal convictions personal data.

It meets the requirement at paragraph 1 of Schedule 1 to the Data Protection Act 2018 that an appropriate policy document be in place where the processing of special category personal data is necessary for the purposes of performing or exercising obligations or rights which are imposed or conferred by law on the controller or the data subject in connection with employment, social security or social protection.

It also meets the requirement at paragraph 5 of Schedule 1 to the Data Protection Act 2018 that an appropriate policy document be in place where the processing of special category personal data is necessary for reasons of substantial public interest. The specific conditions under which data may be processed for reasons of substantial public interest are set out at paragraphs 6 to 28 of Schedule 1 to the Data Protection Act 2018.

Principle 1 – Personal data shall be processed lawfully, fairly and in a transparent manner in relation to individuals.

We ensure that processing is fair by providing detailed privacy notices to individuals whose personal data is being processed.  All individuals are advised of their right to contact the Data Protection Officer with any queries regarding the processing of their personal data.  We will only process personal data fairly, and will not mislead individuals about how their data may be used.

Principle 2 - Personal data shall be collected for specified, explicit and legitimate purposes and not further processed in a manner that is incompatible with those purposes; further processing for archiving purposes in the public interest, scientific or historical research purposes or statistical purposes shall not be considered to be incompatible with the initial purposes.

We meet this obligation by explaining through our privacy notices which legal basis we are relying on when processing personal data.  We will only use the data for the purposes for which it was collected unless we advise individuals, prior to any additional use, of our intentions and the rights they have in relation to any further use.

Principle 3 – Personal data shall be adequate, relevant and limited to what is necessary in relation to the purposes for which they are processed

We meet this obligation by only collecting what is required for a particular purpose, and ensuring that we have sufficient relevant information for that purpose.

Principle 4 – Personal data shall be accurate and, where necessary, kept up to date; every reasonable step must be taken to ensure that personal data that are inaccurate, having regard to the purposes for which they are processed, are erased or rectified without delay

We meet this obligation by ensuring that personal data is accurate, and kept up to date where necessary. We will take particular care to do this where our use of the personal data has a significant impact on individuals.

Principle 5 – Personal data shall be kept in a form which permits identification of data subjects for no longer than is necessary for the purposes for which the personal data are processed; personal data may be stored for longer periods insofar as the personal data will be processed solely for archiving purposes in the public interest, scientific or historical research purposes or statistical purposes subject to implementation of the appropriate technical and organisational measures required by the GDPR in order to safeguard the rights and freedoms of individuals

We meet this obligation by ensuring that personal data is managed in line with our retention schedule, and either deleted or completely anonymised when it is no longer necessary for us to use it.  The period for which we retain personal data is explained in each privacy notice relevant to that processing.

Principle 6 – Personal data shall be processed in a manner that ensures appropriate security of the personal data, including protection against unauthorised or unlawful processing and against accidental loss, destruction or damage, using appropriate technical or organisational measures

We meet this obligation by ensuring that our technical and organisational controls.  Our organisational controls include: 

· Appropriate roles and responsibilities including a Data Protection Officer and Senior Information Risk Owner

· Robust policies and procedures which are regularly reviewed

· Regularly training our staff in their data protection responsibilities

· Ensuring our processing activities are transparent and secure, including

· Records of Processing Activities

· Data Protection Impact Assessments

· Contractual Controls to govern the use of personal data by our suppliers

· Physical security controls including

· Restricted access to physical storage of sensitive personal data

· Visitor management

· Security breach management

Our Technical Controls include:

· Firewalls, anti-malware and patching

· Disaster Recovery and Business Continuity arrangements

· Role based access controls to personal data

· Password management

· Secure digital communications

Principle 7 - The controller shall be responsible for, and be able to demonstrate, compliance with the principles

We meet this obligation by maintaining Records of Processing Activities which are available on demand to the Information Commissioner.  We routinely carry out Data Protection Impact Assessments for any processing of special categories of data or where there is a high risk to individuals’ privacy.  Our information risks are recorded and well managed. We have appointed a Data Protection Officer and have defined policy and process to protect personal data and manage the exercising of data subjects’ rights.

For further information about how we process personal data please see our online privacy notices on our website or contact our Data Protection Officer. 
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SECURITY MEASURES
An outline of the Organisational and Technical Security measures deemed appropriate by the Data Controller for the nature of the personal data processed by the Controller and any Data Processor acting on its behalf

Description of Security Measures employed to safeguard the processing of Personal Data


1. Organisational



a. Policies & Documented Procedures



[Your approach to developing policy and procedures, approving, publishing and reviewing]



[Example:] Policies relating to information governance issues are drafted by employees with detailed knowledge of legal requirements and the Organisation’s processes. All policies have documented review dates and ownership is assigned. Reviews are held ahead of the expiry date or sooner where there is an identified issue. All policies follow a governance route for approval. Key policies are published to the organisation’s website for transparency.



b. Roles



[Confirm that key roles are assigned, including DPO, SIRO etc and include role profiles]



[Example:] The organisation has a named Data Protection Officer who is [Insert name]. This Officer executes the role by reporting the outcome of statutory process to [Insert name] who acts as the organisation’s Senior Information Risk Owner.



The school has a Data Protection Lead [insert name] who ensures the school complies with all data protection policies and procedures and manages the administration of data protection matters, reporting to the SIRO. 









c. Training



[Induction training and refresher training. Training needs identification and reviews. Monitoring of mandatory training]



[Example:] The organisation regularly reviews our employee roles to ensure that training and awareness messages are appropriate to the nature and sensitivity of the data processing undertaken. Induction processes ensure new employees receive appropriate training before accessing personal data, and all other employees receive refresher training annually. All training received is documented for evidence purposes.



d. Risk Management & Privacy by Design



[Risk assessments and Risk Register. Review of risks. Privacy Impact Assessment process. Approval. Reviews]



[Example:] The organisation identifies information compliance risks on its risk register. Risks are assigned clear ownership, rated against a consistent schema, appropriate mitigations are identified and are annually reviewed. Data Protection Impact Assessments are completed for any sensitive processing or any new technologies



e. Contractual Controls



[Standard contract clauses. Policy requirements for suppliers. Procurement process. Non-Disclosure Agreements]



[Example:] All Data Processors handling personal data on behalf of the school are subject to contractual obligations or other legally binding agreements. 



f. Physical Security



[Provisions for restricting access to the premises. Restricting access to paper records and data storage hardware]



[Example:] All employees or contractors who have access to our premises where personal data is processed are provided with Identity Cards which validate their entitlement to access. The organisation operates processes which ensure only those individuals who have an entitlement to access premises are able to. Access to physical storage holding sensitive personal data is further restricted either through lockable equipment with key or code control procedures or through auditable access to specific rooms/ areas of buildings. 



g. Data Breach Management



[Policy and process around incident management]



[Example:] The organisation maintains a Data Breach process which, with the support of appropriate training, defines what constitutes a breach of these security measures to facilitate reporting of breaches. The process covers investigation of breaches, risk rating and decisions over whether to notify a breach to the Information Commissioner’s Office (ICO) within the statutory timescale. Breaches are reported to senior leaders and actions are consistently taken and lessons learned implemented.



2. Technical



a. Data at Rest



i. Use of Hosting Services



[Confirm if data is hosted by a 3rd party and in which country their datacentres are located. Their basic provisions for securing data]



[Example:] Some personal data is processed externally to the organisation’s managed environment by third parties in data centres under agreed terms and conditions which evidence appropriate security measures and compliance with the law.



ii. Firewalls



[Whether you have data protected by maintained firewalls]



[Example:] Access to the Organisation’s managed environment is protected by maintained firewalls. Business needs to provide access through the firewall go through a strictly documented change control process which include risk assessment and approval.



iii. Administrator Rights



[The management of accounts which have high levels of control over the data and other accounts]



[Example:] Enhanced privileges associated with administrator accounts are strictly managed. Administrator activities are logged and auditable to ensure activity can be effectively monitored.



iv. Access Controls



[The management of who can access what data and how their activities are controlled]



[Example:] Access permissions to personal data held on IT systems is managed through role-based permissions. Managers of appropriate seniority inform IT professionals of additions, amendments and discontinuation of individual accounts within permission groups. Managers are periodically required to confirm that current permissions for which they are the authoriser and employees associated with these permissions are accurate.



v. Password Management



[Statement on password complexity and frequency of change]



[Example:] The organisation requires a mandatory password complexity combination of minimum length and characters, plus a required change of password after 90 days. 



vi. Anti-Malware & Security Updates



[Statement on how software is maintained to reduce external threats]



[Example:] Anti-malware programs scan our computer system to prevent, detect and remove malware. The organisation has a documented change control process which facilitates the prompt implementation of any security updates provided by the suppliers of active software products.



vii. Disaster Recovery & Business Continuity



[Confirm that arrangements are in place to continue delivery of services in the event of a major disruption, and recovery plans]



[Example:] As part of the organisation’s business continuity plan, there is provision to ensure effective processes are in place to both safeguard personal data during a service outage incident and to re-establish secure access to the data to support data subject rights in ongoing service provision.



viii. Penetration Testing / Vulnerability Scanning



[Confirm that arrangements are in place to carry out an annual penetration test]



[Example:] An annual penetration test is carried out to identify any weaknesses and potential areas of exploitation to maximise the security of the data we hold.



Our broadband connections have vulnerability scanning in place to detect and protect our network.



b. Data in Transit



i. Secure Digital Communications



[Availability of specialist email services to securely transfer data]



[Example:] The organisation has access to software which supports secure digital communication. Sensitive data will be sent using such tools where available. Where software is not available a system of password protecting sensitive data in email attachments is employed.



ii. Secure Websites



[Use of secure features of websites which allow you to upload and download data securely]



[Example:] The organisation has access to third party websites which allow for secure upload of personal data. The organisation uses these facilities to fulfil statutory obligations to report personal data to other public authorities.



iii. Encrypted Hardware



[Use of encryption on portable hardware such as laptops, tablets, mobile phones, memory sticks, hard drives etc]



[Example:] Devices which store or provide access to personal data are secured by password access. Removable media such as memory sticks are encrypted.



iv. Hard-Copy Data



[Steps taken to secure paper records in transit]



[Example:] The removal of personal data in hard-copy form is controlled by organisational policy which requires employees to take steps to conceal the data and appropriately secure the data during transport.



These security measures are reviewed annually and approved as accurate and appropriate by the organisation’s governance process.
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Your Data Protection Rights

1. Introduction



The UK General Data Protection Regulations provide you with legal rights over the personal data our school holds about you and your child. This guide will explain your rights and help you to use them. 

You do not need to know details about which right applies in which case in order to make a request; it’s our responsibility to understand how to handle a request you make.

Your personal data rights are:



We are committed to helping you to exercise your rights through:

· Keeping our guidance simple

· Making it readily available

· Responding to a request from you:

· In writing: by means of your choice wherever practical. If you email us, we’ll respond by email unless you ask us to do something different

· Verbally: if you wish, providing we have proof of ID

· Promptly: and no longer than a month after receiving it. If your request is particularly large and complicated, we are allowed to extend the deadline by up to 2 months. If we need to do this we’ll let you know within a month and explain why.

· In plain English: avoiding legal terms where possible, but explaining them where we need to use them 



How will you know that a request about me has come from me?

We won’t change, delete or share any of your information without being satisfied that it is you who has asked for this (unless the law allows us to). Where we have doubts about a requestor’s identity, we will ask for proof of ID and won’t go ahead unless we’ve received this and are satisfied that you are identified.







Are you allowed to charge me for a request, or refuse it?

You should not have to pay us when you’re exercising your rights; however, the law does allow us to charge you a reasonable fee if your request is unreasonable or is a repeat of something we’ve already done for you. In these cases we may be allowed to refuse your request rather than charge. If we plan to charge or to refuse your request, we will let you know and explain why we believe the law lets us do this. 

There are other reasons in the law which may mean we cannot do what you ask us to do with your personal data. We have explained these under each of your ‘Rights’ in this guide. 



What if I’m not happy with your response to my request?

We’ll always do our best to do what you ask with the personal data we hold about you or your child, however, the law places a responsibility on the school to balance your rights against the rights of other people who may be affected and against the legal powers of other organisations. It may not always be the case that your rights are strongest in every situation. We’ll always explain our reasons and will gladly take another look at our decision if you want to challenge it. 

If you still feel that we haven’t done what we should then you have the right to complain to the Information Commissioner (ICO). Please see the ICO’s contact details at the end of this guide.



Limiting your Rights

The law allows for the UK Government to make certain decisions which could result in Data Protection rights being reduced to some extent. However, the law requires that any restrictions of this kind must still be in line with your basic human rights and must be what is expected of rules applying to a democratic country. 

The Government may decide to limit the rights for reasons such as national security, preventing crime, investigating certain professional conduct cases etc. We have to take these decisions into account when considering requests from you to exercise your rights.


1. Your Right to be Informed



It is important that you know what happens to your personal data whilst we hold it. The law requires us to be honest and open with you about these details and we do this through publishing a number of Privacy Notices on our website; one covering each of the main uses we make of your data.

These Notices are available for you to read and understand so that you know what to expect us to do with your data; either before you share it with us, or where it is given to the school from another organisation that holds it.

We have taken care to explain the details on the Notices in simple language but we would be grateful for any feedback on this to help us with our commitment to review and improve the guidance we give you.



Here are the main things we need to tell you about what we do with your personal data: 

· Who we are: School name, the name of our Data Protection Officer and their contact details.

· A description of the type of data we collect about you/ your child

· The reasons why we need this data

· An explanation of how the law allows us to hold and use your data

· Who we might share the data with (either because they provide a service on our behalf or they need it for their own purposes and the law allows this)

· Whether your data may be sent to or stored in a country that is outside the UK 

· When will we no longer need your data and how soon after this we’ll delete it

· Which of your rights you are able to use, including the right to withdraw your consent (if this is what allows us to hold your data)

· How to complain to the Information Commissioner’s Office (ICO)

· Where we got your data from (if you didn’t give it to us yourself)

· Whether we use your data to make automated-decisions or to carry out profiling



We will make sure the right Privacy Notice is available to you:

· At the time you share your data with us

· When it has been shared with us by another organisation:

· No later than a month 

· The first time we contact you, or sooner

· Before or when we share it with someone else 



See our website for a list of published Privacy Notices.




2. Your Right to Access your Information



The personal data we hold about you and your child is still yours. You have the right to ask us for access to the data to satisfy you that our use of your data is lawful. Unless the law prevents us from doing so, we must give you:

· Confirmation that we hold your data

· An explanation of what that data is

· Access to your information

· Confirmation of which Privacy Notice(s) explain why we have your data and what we do with it



When dealing with your request we will:

· Let you know what additional information we may need to identify you

· If a request has been made by someone on your behalf, ensure that they have your permission 

· Confirm how you would like to receive your information

· Help you to make your wishes clearer if your request is not clear about the information you want.

· The information you receive is information you are entitled to under the law – having considered your rights against the rights of others whose information may be included within documents relating to you, and any other legal reason which may prevent us from sharing data.

· Let you know within a month at the latest about any expected delay, for example if your request is complex, about any fee that the law allows us to charge or explain any reason we may have to refuse your request. 



Click here for more information (ICO Website)



*Please note: There is an additional “right of access” to your Child’s ‘Pupil Record’ – as defined in the Education (Pupil Information) (England) Regulations 2005.  The timescale for responding to such requests is fifteen days from receipt of the request (excluding the summer holiday). This right is not affected by GDPR.

**Please note: There is no automatic right of access for a parent to their child’s information under the access provisions of the Data Protection Act 2018. Fo0r more information about this please see our Parent’s Guide to Subject Access Request.






3. Your Right to have your Data ‘Rectified’



The school has a legal responsibility to make sure the data we hold about you and your child is accurate and complete. Where we are made aware that we may hold inaccurate or misleading data about you we must ‘rectify’ it (change it).  

Where you may have moved to a new address, changed contact details or even changed a surname; these are simple changes to make. However, there may be more complex cases where you disagree with an opinion we have recorded about your child’s progress for example, and you may decide to ask us to change this. In some cases the law allows us to refuse to make changes to the personal data we hold and the professional opinion of a qualified teacher is an example where we may decline to fulfil a change request.  

Any request to change your personal data will be fairly considered and if where having reviewed a contentious record we feel it is inaccurate then we will make changes. 

If we do refuse to make changes we will always:

· Explain to you in writing the reasons why we are refusing your request

· Consider adding a statement of your opinion to the record to reflect that there has been a challenge to our professional judgement.



Click here for more information (ICO Website)




4. Your Right to be Forgotten



Right to erasure (‘right to be forgotten’)

The right to Erasure, known as the right to be forgotten, is where you can ask us to consider deleting information that we hold about you or your child. 

We will already have explained to you through our Privacy Notices how long we intend to hold your personal data before we delete it, however you still have the right to challenge us to delete your data at any time.



You can expect your request for deleting your personal data to be successful if:

· It is no longer ‘necessary’ for us to keep the data for the purpose stated on the relevant Privacy Notice

· We’re holding and using the data based only on your consent, and you have decided to withdraw this consent

· We’re holding and using the data for our ‘legitimate interests’. You may decide to object to this, and we can’t give a reason for keeping it that outweighs your decision.

· We’re holding and using the data to allow us to market goods and services to you and you ask us to stop.

· We have been holding and using your data unlawfully

· Deleting is required by law

· We’re using data about your child to support a chargeable online service  



The law has a number of reasons why we are allowed to refuse erasure requests, those that are most likely to apply to schools are where we’re holding or using your data:

· To comply with a legal requirement

· Where we are doing something in the public interest or acting within our role as a school

· To keep a historical record of the school’s activity for future generations

· Where we need it because it supports a legal case



When we agree to delete information about you, we will have procedures in place to let other organisations who we’ve shared your data with know, for example if we have contractors working on our behalf. Our decision to delete your data means that they should delete it also.

When we agree to delete information following your request, or routinely as part of our records management procedures, we will make sure that the data in whatever format is destroyed securely and cannot be reused, or it will be permanently changed so that it can no longer identify you or your child.



Click here for more information (ICO Website)


5. Your Right to Restrict the Processing of your Data



Should you have concerns about an aspect of what we do with your personal data, such as who we share it with or how we manage it, you have the right to ask us to stop doing it; so that we are still allowed to hold it, but we are ‘restricted’ in the ways we can use your data. 

Aside from storing your data, we can only continue to use it when it is under a restriction if:

· We have your consent

· It is to be used for a legal claim or case

· It is needed to support someone else’s rights

· We believe the use is in the public interest.



When use of data is restricted, this may mean we consider doing the following:

· Removing your data from one database or system and storing it in another in order to separate it from data which is still in use

· ‘Lock’ or ‘Protect’ a record containing your data to prevent staff from accessing and using it.

· Taking published data down from a website.

· Labelling the data to ensure that users are aware of the restriction



You can expect your request for restricting the use of your personal data to be successful if:

· You want our use of your data to stop whilst its accuracy is being reviewed

· The data had been used unlawfully and you opt for a restriction rather than request us to delete (erase) your data

· We don’t believe it is necessary for us to keep your data any longer, but you wish us to keep it for a potential legal case

· You have raised an ‘objection’ and we need time to consider whether your rights outweigh our potential claim that we have a legitimate need to keep using your data



As with other rights, the law allows us to refuse a request in certain circumstances. In this case we can refuse (or charge a reasonable fee) if we believe the request is unfounded or excessive. In such cases we will contact you and explain our decision, and let you know how to complain.

When we decide to lift any restriction on the use of your data, we must let you know about this in advance. We must let you know how this affects any related requests under your rights to ‘rectify’ and to ‘object’, and also let you know how to complain.



Click here for more information (ICO Website)


6. Your Right to Data Portability



The right to Data Portability gives you the means of asking an organisation to give your personal data to another organisation on your behalf, or back to you for you to give to another organisation – making your data ‘portable’, i.e. easily usable by another supplier of services to you. 

The law allows this right to apply in a very narrow set of circumstances which make it highly unlikely that it would apply to any data held by the school, but in brief the right applies when data you have provided:

· Is being held and used by us under your consent or supporting a contract, AND

· The use of the data is being carried by an automated process (i.e. staff are not involved in physically doing something with the data).



If this right did apply to your data, we would need to provide it in a format that was commonly in use, allowing the majority of software products to read and use the data in an automated way.



Click here for more information (ICO Website)




7. Your Right to Object to Data Processing



The law provides you with the right to ‘object’ to us holding and using your personal data but only in certain circumstances. Our Privacy Notices will let you know the ‘legal condition’ we are relying on to hold and use your data and they will also explain when you have the right to ‘object’. If we are relying on one of the following, then the right is available to you:

· Legitimate interests, or 

· Performance of a task in the public interest/ exercising our official authority (including profiling), or

· Scientific or Historical research and statistics



In order to exercise your right you must have an objection which is specific to your particular situation. You can’t therefore object to our general practices; you must be able to argue that there is something we are doing with your personal data that impacts you specifically. 

If this does apply, then we must stop doing what is causing you concern unless we can do one of the following:

· Show you that there are legitimate grounds for our actions and that these outweigh your rights

· Show that our actions with your personal data are necessary to support evidence for a legal case or claim



If we hold your data for direct marketing purposes then we must stop doing so when we receive your objection. We would have no grounds to challenge your decision.



Click here for more information (ICO Website)




8. Rights over Automated decision-making & Profiling



What do these terms mean?

Automated decision-making

This is making decisions about you or your child using your personal data through an automated process, i.e. a computer calculation with no human involvement.

Profiling

Using personal data to make decisions about categorising you or your child based on any number of characteristics

Where we do this we have to let you know about it on our Privacy Notices. These will explain the process we go through and what the potential consequences are of the decisions made

The law only allows us to do this kind of activity where decisions are made completely without the need of human help and the outcome of the decision can have a significant impact on an individual in the following circumstances:

· If we were evaluating you or your child as part of entering into a contract (i.e. to see whether someone meets the criteria to be eligible for a contractual service)

· If the law specifically allows it

· You have given us your recorded consent

And we can only use sensitive personal data if:

· We have your recorded consent, or

· We can claim that what we’re doing is important in the public interest

If what we’re doing isn’t completely automated and the decisions are not significant, then we don’t need to rely on these reasons, but we still need to let you know what we’re doing and explain how the law allows us to do it.

The law says that this type of activity has the potential for error that may have consequences, or has concerns that decisions are made in ways that aren’t transparent and are potentially unfair. You therefore have the right to:

· Challenge us over decisions we make in this way 

· Demand that a member of staff undertakes the process rather than a computer

· Make us aware of your opinions to support decision making

We must make sure that the systems we use to make such decisions are working as they should in order to avoid errors and to ensure we are fair, and we must take reasonable steps to keep your data secure within this process.

Any system we use to carry out this type of process will have been risk assessed and will have been approved by our Data Protection Officer as complying with the law.





Click here for more information (ICO Website).
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Subject Access

A Parent’s Guide

Your/your child’s rights

You have the right to ask the school if they are using or storing your personal information. You can also ask them for copies of your personal information. This is called the right of access, commonly known as making a subject access request or SAR.

Children have the same rights as adults over their personal data which they can exercise if they are able to understand what this means and any implications the disclosure may bring. Where a child is not able to understand, an adult with parental responsibility may usually request the child’s personal data on their behalf.

Even if a child is too young to understand the implications of subject access rights, it is still the right of the child rather than of anyone else such as a parent or guardian; even though in the case of young children these rights are likely to be exercised by those with parental responsibility for them.

If we are confident that the child can understand their rights, we will discuss with them how they would like us to process the request, for example if they are happy for the information to be provided to a parent, and if there is any information they do not want shared with a parent. Generally, however, we will allow you to exercise your child’s rights on their behalf if your child authorises this, or if it is evident that this is in their best interests.

We usually consider a child of 12 years to be of sufficient age and maturity to be able to exercise their right of access. If your child is over the age of 12 and able to understand their rights we will either;

a) Respond to the SAR directly with your child, or

b) Ask the child if they are happy for us to provide their information to you, or

c) Ask you to provide written consent from your child giving you the right to access their information.

Generally, if your child is under the age of 12 and we are satisfied that you hold parental responsibility for them we will respond directly to you.

How to make a request

You can make a subject access request either verbally, or in writing, but we recommend you put it in writing if possible because this gives you a record of your request.

We will need the following:

· The name of you and your child

· Your up to date contact details

· A description of the information you are requesting

· How you would like to receive the information (email, or printed out)

Sometimes we may also need to ask for proof of identification, although this will not be necessary if we know who you are. Once we have these details, plus the written consent of your child (if appropriate) we will comply with your request within one calendar month. However, if your request is complex due to the volume and sensitivity of the data, we may need to extend the time for a further two months, we will inform you within the first month if this is the case.

There is no charge for a subject access request, although in rare circumstances we can charge a fee if your request is considered to be manifestly unfounded or excessive, or alternatively refuse to provide your request. If this is the case, we will tell you whether we will charge for or refuse your request, and where applicable the one-month time limit will start after we have received your payment.

If you are not satisfied with our response, please contact us to let us know. If you are still not happy once we have tried to resolve your complaint you can make a complaint to the Information Commissioners Office.
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